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Purdue is the manufacturer of
opioid painkiller OxyContin
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to face $3.3bn

OxyContin maker files lawsuit in bid to cover mass tort liability

Marc Jones
News editor
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urdue Pharma, the manufac-
turer of OxyContin, is suing its
insurers for $3.3bn in opioid
litigation coverage.

Insurers in the suit include AIG
Specialty Insurance, Allied World As-
surance, Arch Re, Aspen American In-
surance, Chubb Bermuda Insurance,
Ironshore, Liberty Mutual, Swiss Re and
XL Bermuda.

Purdue Pharma was placed into Chap-
ter 11 bankruptcy protection in 2019 as
it became involved in litigation over
allegations it aggressively marketed

prescription opioids, misled consumers
and contributed to an opioid addiction
crisis that has killed up to 400,000 over
the past two decades.

According to the lawsuit filed by
Purdue in the US Bankruptcy Court in
the Southern District of New York, the
company is named in more than 2,760
opioid mass tort claims, including law-
suits, subpoenas and civil investigative
demands across the US and its territo-
ries. More than 614,000 proofs of claim
were filed by a July 2020 deadline.

The lawsuit said: “The debtors’ in-
surance policies provide sweeping cov-
erage for claims against the debtors
seeking to hold the debtors liable for in-
juries for which the debtors are alleged
to be responsible. Coverage under the
debtors’ insurance policies is subject to

limits of liability, where applicable, of at
least $3.3bn.”

Purdue said the aggregate value of
the opioid mass tort claims is not pre-
cisely known but on information and
belief is more than sufficient to exhaust
any applicable limits of liability of the
debtors’ insurance policies. Cumula-
tively, the proofs of claim assert damag-
es in excess of $140trn.

It added: “The proceeds of the debt-
ors’ insurance policies constitute a sig-
nificant asset of the debtors’ estates and
are expected to be a valuable asset for
purposes of the formulation and imple-
mentation of a plan of reorganisation.”

Before declaring Chapter 11 bankrupt-
cy in 2019 the company was in negotia-
tions with a wide range of companies to
find a solution to its legal issues.

Queensland councils push for
national reinsurance pool

The Australian federal government has
been urged to create a national reinsur-
ance pool by the Local Government As-
sociation of Queensland (LGAQ), writes
David Freitas.

More than 62,000 properties in
Queensland are uninsured and more
than 95% of uninsured owners cited
costs as a reason, the Australian Compe-
tition and Consumer Commission said.

Insurance premiums have gone up

178% in northern Australia over the past
decade, which is more than three times
as much as other Australian areas.

“We urge the federal government to
work with the councils as leaders of
their communities to ensure an effec-
tive scheme is implemented before the
next disaster season,” Mark Jamieson,
LGAQ president, said. The LGAQ rep-
resents Queensland’s 77 councils.

A reinsurance pool would help re-

duce costs for property owners who
cannot afford to insure themselves
against natural disasters, Jamieson said.

Last week, Zurich-based Perils esti-
mated insurance industry losses from
the Queensland Halloween hailstorms
at A$1.3bn ($1bn).

The hailstorms battered south-east
Queensland, including the surrounding
areas of Brisbane, the Gold Coast and
the Sunshine Coast, on October 31, 2020.
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Beazley shares soar on back of
improved market outlook

Insurer’s strong capital base positions the company for fast growth in 2021, analysts agree

Lorenzo Spoerry
Deputy editor
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eazley’s bullish outlook
for 2021 and better-than-
expected 2020 results sent
its share price soaring.

The company’s stock rose 15%
in early morning trading on Feb-
ruary 5 after it booked a loss of
$50.4m, less than half analysts’
consensus expectations.

The result was supported by
a slightly better-than-expected
combined ratio at 109% and an
investment return of 3%, above
consensus expectations of 2.5%.

But the big surprise was the sol-
vency ratio, which reached 123%,
close to the top of the company’s
115% to 125% range.

This high ratio “bakes in growth
for 2021 and should provide some
reassurance capital can absorb
both rate increases and exposure

Beazley's better-than-expected results boosted its share price
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growth, which was one of the con-
cerns about the company’s out-
look”, Peel Hunt analysts said.

RBC Capital Markets analysts
agreed “some of the fears the
company does not have sufficient
capital should dissipate, leaving
the company room to rebuild
trust back with investors in the
coming months”.

Beazley’s chief executive, An-

drew Horton, said the capital buf-
fer positions the company well for
growth in 2021 after a resilient
performance in 2020.

Gross written premiums rose
19% to $3.56bn in 2020, supported
by accelerating rate increases in
many classes. Broken down by di-
vision, rates in property rose 15%,
reinsurance 13%, specialty lines
15% and marine 16%.

Cyber and executive risk
and market facilities were the
standout performers, recording
rate changes of 18% and 19%
respectively.

Political, accident and contin-
gency saw much more muted
rate increases of only 4%.

Rate increases on Beazley’s
renewal portfolio hit 15% (com-
pared to 6% in 2019).

Horton said the new capital
entering the market has only had
a moderate effect on rate move-
ments and he said the company
“has great growth prospects” in
2021 as rates continue to rise.

The so-called “Class of 2020”
start-ups that raised capital to de-
ploy into the hardening environ-
ment includes Conduit Re, Inigo
and Vantage.

Beazley said it is looking to
grow market share in marine and
property, as well as continue to
grow its cyber book.

Across its three main platforms
— London market, mainland Eu-

rope and North America - the big-
gest growth in 2021 is expected to
take place in the London market,
where the biggest rate increases
are available.

Beazley’s chief underwriting of-
ficer, Adrian Cox, said: “It’s a good
chance for us to rebuild some of
the market share we have let go
over the last few years as the mar-
ket softened.”

The company is planning to
take a much more conservative
approach in the employment
practices book and parts of the
professional indemnity book.

Beazley stuck by its previous
estimate for Covid-19 losses of
$340m, which assumes restric-
tions continue throughout the
first half of 2021.

The company has reiterated it
could be on the hook for a further
$50m in event cancellation losses
if restrictions continue into the
second half of the year.

Shares in Beazley closed up
15% on Friday at 369p.

Aon reports fourth-quarter organic
reinsurance growth of 12% in 2020

Aon reported better revenue
growth than expected in the
fourth quarter of last year, writes

Michael Faulkner.
The global broking giant’s Re-
insurance Solutions business

booked 12% organic growth in
the final quarter of the year to
$197m, while the Commercial
Risk Solutions division achieved
organic growth of 4% in the quar-
ter to $1.38bn.

Wells Fargo had expected
9% growth in Reinsur-
ance Solutions and 1%
growth in Commercial
Risk Solutions.

Growth in Rein-
surance Solutions re-
flected  “double-digit”
growth in treaty,
supported by
growth in
faculta-

tive placements. However, it was
partially offset by a decline in cap-
ital markets transactions.

Market conditions had a “mod-
estly positive” impact on the quar-
ter’s results, Aon said.

Commerecial Risk Solutions saw
growth across most major geogra-
phies “driven by strong retention
and management of the renewal
book portfolio”.

The division achieved “double-

‘"We enter 2021 in a position
of strength, with momentum
for Aon and our pending
combination with Willis

digit growth” in Latin America
and “strong growth” in the US,
with growth in transaction lia-
bility and construction. This was
partially offset by a decline in the
more discretionary portions of the
business, primarily in Europe, the
Middle East and Africa, Aon said.

On average globally, exposures
and pricing were both “modestly
positive”.

At group level, Aon’s revenues

Towers Watson’

Greg Case
Aon

grew 2% to $2.97bn representing a
organic growth of 2%. The operat-
ing margin rose to 24%, while ad-
justed earnings per share came to
$2.62, beating analysts’ forecasts.

Aon chief executive, Greg Case,
said the results showed the “resil-
iency” of the business.

“We enter 2021 in a position of
strength, with momentum for Aon
and our pending combination
with Willis Towers Watson,” Case
said. The $30bn deal to acquire
Willis Towers Watson is set to
complete later this year pending
regulatory approvals.

Last week Marsh & McLennan
Companies reported 3% underlying
growth in its risk and insurance di-
vision in the fourth quarter of 2020.
Marsh’s revenue was $2.4bn, up 4%
on an underlying basis, while Guy
Carpenter’s revenue rose 5% on an
underlying basis to $164m.

WR Berkley brings
in David Brosnan
to lead Lloyd's
managing agency

WR Berkley has appointed Da-
vid Brosnan as chief executive of
its Lloyd’s managing agency, WR
Berkley Syndicate Management,
writes John Shutt, Los Angeles.

Brosnan succeeds Alastair
Blades, who will retain his post as
WR Berkley syndicate 1967’s chief
underwriting officer.

With 35 years of industry expe-
rience, Brosnan joins from CNA
Hardy, where he has served as
president of international and
chief executive for six years until
September 2020. Before CNA, he
served with Ace and Chubb.

Berkley president and chief ex-
ecutive, W Robert Berkley, said the
decoupling of the two posts “pro-
vides each of David and Alastair
the opportunity for even greater
focus” and will enable the un-
derwriting team to “maximise its
capabilities and expansion oppor-
tunities in this expanding market”.
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Spectre of cyber D&O claims could
be a nightmare for the market

It is critical insurers and reinsurers consider the extent to which a cyber incident exposes
carriers to risk covered under D&O and other policies

Siobhan O'Brien
Guy Carpenter

magine as a company board

member or senior manag-

er being accused of having

been “aware of or recklessly
disregarded the fact that false and
misleading statements were being
issued concerning the company;
and/or approved or ratified these
statements in violation of the fed-
eral securities laws”.

Such are the allegations against
the chief executive and chief fi-
nancial officer of SolarWinds, a
provider of IT infrastructure and
management software. Solar-
Winds was one of the victims of
the last major cyber incident of
2020 and has the dubious honour
of facing the first security class ac-
tion lawsuit filed in the US in 2021.

While the SolarWinds breach
was big news in the cyber insur-
ance world - and indeed the re-
insurance world, as it occurred
deep into renewal season for the
January 1 treaties — the class ac-
tion suit made fewer headlines.
It will, however, have raised eye-
brows among re/insurers as they
assess their appetite for the ex-
panding cyber exposures across
many lines of insurance.

One of the big winners in the
Covid-19 lockdowns has undoubt-
edly been Zoom, but the surge
in usage of its platform was un-
dermined by an influx in priva-
cy issues, with some calls being
hacked. Zoom was also the subject
of a securities class action claim
alleging the company was aware
of weaknesses but had not accu-
rately represented them.

Shareholder lawsuits

The shareholder lawsuits against
Zoom and SolarWinds came hot
on the heels of the cyber breach-
es — and they are not alone, with
firms like Equifax, Google, Target,
British Airways, TSB and Marriott
having all faced similar situations.

Unsurprisingly, cyber has be-
come a high-priority boardroom
issue. Boards need to consider
global regulatory regimes, the
proliferation of ransomware at-
tacks and the damaging effect the
loss or theft of financially sensi-
tive data (especially in relation to
mergers and acquisitions and in
the run-up to earnings releases)
can have on their stock price.

Concern is growing that hack-
ing, accompanied by short-selling,
may become a threat to public
companies globally. Notably, last
month Intel reportedly fell victim
to a hacker who stole sensitive
financial information from its
corporate website, prompting the
company to release its earnings
statements early.

As cyber risk constantly
evolves, it is increasingly a case of
when, not if, an organisation will
be the subject of an attack.

Boards must therefore consid-
er how to secure their sensitive

It is increasingly
becoming a case of
when, rather than if, an
organisation will fall
victim to a cyber attack

data, intellectual property, trade
secrets, customer information,
operational resiliency and busi-
ness continuity. In addition to
cyber security offerings, employ-
ee training and the appointment
of dedicated technology/cyber
executives to the board, cyber
insurance can be a valuable ad-
ditional tool in their armoury.

Cyber cover gives companies
access to additional expertise in
the form of breach response ser-
vices, forensic experts and ran-
som negotiators in the event of a
ransom demand. In addition, the
business interruption coverage
will compensate for lost revenue
in the event operations are cur-
tailed by a cyber attack.

Crucially, committing to pur-
chasing cyber coverage and
demonstrating adequate coverage
isin place through a due diligence
decision-making process might
be key to defending a securities
class action claim if an allegation

- Sy

of failure to maintain or procure
insurance is levelled against the
directors and officers.

Exclusion

While cyber policies seek to protect
the company for the financial loss-
esincurred during and subsequent
to the breach event, they typically
contain an exclusion for the viola-
tion of securities laws. Senior man-
agement, directors and officers
are protected for their decision-
making activities by their direc-
tors’ and officers’ (D&O) liability
policy. As an all-risks policy, a typ-
ical D&O policy should cover them
for all the acts, errors or omissions
arising from their activities as di-
rectors and officers.

If a cyber attack occurs, the
company will be focused on
dealing with the incident and
recovering the operations of the
company, all the while trying to
protect its reputation. If a secu-
rities class action is subsequent-
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ly filed that alleges some failing
on behalf of the board and/or
senior management, they will be
scrutinised for their activity not
just during the attack but, poten-
tially, in the weeks and months
preceding the event. The direc-
tors and officers must therefore
consider whether their D&O
policy protects them for the alle-
gations being made in any secu-
rities class action.

Lloyd’s silent cyber mandates,
YS5258 in July 2019 and YS5277
in January 2020, seek clarity of
intent under insurance and rein-
surance policies and the Lloyd’s
Market Association (LMA) has
issued a raft of clauses and ex-
clusions addressing many lines of
insurance. This includes clarifica-
tion clauses (LMA 5471, 5472 and
5489 for use on treaties) affirming
the intent of D&O policies to cover
loss because of a cyber act or cy-
ber incident.

The insurance and reinsurance
industry must give consideration
to the management of exposure to
a cyber incident under many oth-
er policies too. In some instances,
in addition to the cyber and D&O
policies being triggered, kidnap
and ransom, crime and financial
institutions bond policies may
also be affected. This is what is
known as a “clash” event, as one
incident could result in payment
under many policies.

For insurers, this may result in
different treaties being triggered
and the risk of bearing multiple
retentions. Clash reinsurance
could reduce the payout by in-
surers and reduce volatility in
their portfolio. Reinsurance bro-
kers such as Guy Carpenter use
analytics tools to help clients to
identify and quantify these expo-
sures, and are well positioned to
support the industry in exploring
the impacts of these emerging
risk scenarios. ®

Siobhan O’Brien is leader of
the Cyber Centre of Excellence,
international and global
specialties at Guy Carpenter
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Personal cyb
can be the

next growth

market

A growing appetite for personal
cyber risk among reinsurers
provides an opportunity for
carriers willing to be pioneers

Amie Watson
Aspen Insurance

f we think about what we

do each day, it is easy to see

how much more reliant we

have become on technol-
ogy over the past decade. Since
the start of the pandemic, this
reliance has hugely increased.
Retailers are forecasting the
adoption rate of new online ser-
vices is accelerating from years
to months and Ofcom’s latest
study found the number of peo-
ple who regularly make video
calls is doubling in size.

How did we get so dependent so
quickly? Usage exploded globally
once cheap, internet-enabled mo-
bile phones became easily avail-
able to the world’s population. We
now use the internet for banking,
shopping, home learning, health
services, teleconferencing and
working from home. We also use
the internet to run our homes
through smart thermostats, fridg-
es, energy meters, security sys-
tems, TVs and doorbells.

More people are spending more
time on the internet and consum-
ing more online services than
ever before to meet their daily
needs and the online technology
wave is just beginning. According
to IoT Analytics, the number of in-
ternet of things (IoT) devices that
are active is expected to grow to

22 billion by 2025. It is clear we
are witnessing the start of a trans-
formation in how we manage our
day-to-day activities, both person-
ally and professionally.
Unsurprisingly, criminals are
also moving online. UK police
statistics show victims of cyber
crime lose more than £190,000
($260,554) a day. In addition, in
the UK, the Office for National Sta-
tistics found a person is 35 times
more likely to become a victim of
fraud and computer misuse (for
example, hacking, identity theft,
viruses and so on) than robbery.

Buying behaviour

It is not common for a homeown-
er to forgo the purchase of home
insurance in the belief that hav-
ing a burglar alarm is enough to
provide the protection they need.
Yet a recent study by Verisk shows
72% of US consumers buy antivi-
rus software, but only 20% buy
cyber insurance. Why do we buy
home insurance and motor insur-
ance to protect against robbery,
but not buy cyber insurance to
protect against cyber crime? And
why is our buying behaviour dif-
ferent when it comes to protect-
ing digital assets compared to our
physical assets?

Consumers are not oblivious to
the risks. Nearly three-quarters
of US consumers make the con-
scious decision to buy antivirus
software and of the people Ve-
risk surveyed, 64% also admit-
ted being concerned about cyber

threats or attacks, while nearly
one in three people reported they
had already been a victim of such
attacks or threats.

It is difficult to argue the low
take-up rates for personal cyber
cover are based on consumers
not understanding the risks they
face. Campaigns by banks and law
enforcement are not new, nor are
the frequent media reports of the
more extreme and notorious cy-
ber attacks. It is more likely con-
sumers are struggling to find and
understand product offerings that
are relevant to them. Thus, the in-
surance industry has some work
to do to close this gap.

Personal cyber is a new market
for insurers and product offerings
are still relatively scarce. The per-
sonal lines business is one that
depends on economies of scale;
insurers need high numbers of
policyholders paying low premi-
ums to cover anticipated losses.

However, personal cyber is
not conducive to this model, as
cyber risks are uniquely exposed
to systemic loss that could be
catastrophic for a new portfolio.
When the potential for a huge
aggregate exposure is coupled
with a resistance by purchasers
to answer too many underwriting
questions, the market becomes a
challenging space for carriers.

In addition, with hardening
market conditions in commercial
cyber, it is easy to understand
why some insurers may choose
to focus their capacity elsewhere.

However, those willing to be
pioneers can gain ground. Being
an early adopter of a product that
embeds cyber coverage within an
existing portfolio of personal lines
insurance, such as homeowners’
cover, can increase market share
in a competitive field.

Innovator benefits

Innovators in the space also ben-
efit from the media attention that
comes with finding a solution to
a problem that can fundamental-
ly can benefit everyone, every-
where. There is also no shortage
of support; incident response
firms are available to provide
the expertise needed to support
affected policyholders and insur-
er’s claims teams alike. There is
also appetite from the reinsur-
ance market to provide capacity
and expertise.

As consumers, we are used to
personal lines products that are
easy to understand and compare
against competing offerings; aggre-
gators do the work of comparing
products by highlighting differenc-
es that are usually minimal. They
also drive a high level of consis-
tency between products through
this process, leaving the consumer
equipped to make a quick and easy
decision about their purchase.

Personal cyber products are still
relatively diverse in terms of what
is covered and what is exclud-
ed, and are filled with nuanced
language so that even insurance
professionals sometimes struggle

Shutterstock.com

to understand the true scope of
coverage. As a result, most cyber
products are far from being eas-
ily digestible for the consumer
market. Moving forward, insur-
ers need to focus on developing
more standardised, simple policy
language with clear loss examples
so the consumer can easily under-
stand the value of their purchase.

Insurers are not new to the
practice of developing and mar-
keting policies for emerging risks.
These same challenges have been
faced, and conquered, every time
our market has pushed itself to
innovate and provide coverage
for a “new” risk, and insurers
willing to progress personal cy-
ber will benefit by making them-
selves relevant to a changing
consumer base that increasingly
demands solutions for the threats
they face in the digital world.

Our rapidly increasing depen-
dency on technology is tested dai-
ly by criminals with an appetite to
compromise that technology and
exploit individuals for gain in a
host of ways. History teaches us
that new risks create opportuni-
ty for insurance innovation and
growth, and personal cyber risk is
no different. If managed correctly,
the market presents great poten-
tial with growth expected to mir-
ror the recent commercial cyber
market boom. ®

Amie Watson is senior
underwriter, technology liability
and cyber risk at Aspen Insurance
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The insurance market should
not be held to ransom

For carriers to mitigate the increase in the frequency and severity of ransomware attacks,
they must introduce IT security solutions into their insurance coverage

Graeme King
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ansomware attacks are
becoming one of the
most common forms of
cyber attack across the
majority of business sectors.

Last year saw the figures rise
for virtually every sector, from
the number of attacks attributable
to ransomware and the number
of successful breaches through
to the costs associated with re-
mediation in the aftermath of an
incident and the average length of
downtime caused.

Unsurprisingly, the repercus-
sions of this upwards trend have
been evident across the cyber in-
surance market in recent months.
Insurers have experienced alarm-
ing increases in associated loss ra-
tios as a result of the surge in the
frequency and severity of ransom-
ware attacks. In turn, this spike
has driven a rise in cyber rates,
the introduction of more stringent
terms and conditions and a nar-
rowing of the scope of coverage
available in an effort to counter
losses and reduce exposure.

There is little sign of the threat
level reducing. The transition to
remote working, initially driv-
en by the Covid-19 pandemic
but increasingly being viewed
as the new operating norm, has
massively expanded the attack
surface for cyber criminals, with
ransomware attacks continuing to
be one of the most effective tools
used by cyber criminals.

While cyber insurance is
viewed by many market prac-
titioners as a key growth area,
there is clearly a disconnect. The
threat is expanding and the at-
tack types are evolving; and in
such an environment loss ratios
will only move in one direction.
If the insurance market is to
continue to provide a relevant
and effective product at a price

Benefits of endpoint multi-
layered cyber security

+ The insurance industry benefits from reduced claims activity due

to improved security;

* Reduced loss ratios open up greater market potential and enable

broader product scope;

* The insured is provided with improved security and reduced

exposure to cyber risk; and

 Insurers and insureds operate as a unified force to improve overall

cyber security.

deemed affordable, the approach
to developing a cyber insurance
solution must change.

Shift in cyber focus

The industry is over-reliant on a
cover-based solution to tackle what
is fundamentally a technology
problem. In such an environment,
the only response to increasing
exposure levels available to cyber
insurers is to adjust the policy le-
vers for rates and terms. A further
hindering factor is the focus is of-
ten on broad-based risk selection
and providing efficient breach

Technology can help to tackle
the rising risks attributable
to ransomware attacks
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response, rather than on the root
cause: the attack itself.

A fundamental issue hindering
the ability of many organisations
to address cyber attacks is they are
increasingly resigned to the fact
their cyber security will inevitably
be breached. There is an assump-
tion that is simply a cost of doing
business and cyber insurance is
there purely to address those costs
when the inevitable happens. That
mindset needs to change, particu-
larly as that cost of doing business
is likely to increase significantly
based on latest trends.

While the threat environment
has evolved considerably in re-
cent years, so too has the security
environment. The advancements
in cyber security now extend far
beyond the defensive walls of an-
ti-virus software and firewall tech-
nology, which continue to form
the cyber security mainstay of
many organisations — particularly
for small to medium-sized firms.

Multi-layered endpoint pro-
tection solutions are becoming
mainstream essential cyber se-
curity tools for all organisations.
Some of these next-generation
tools, designed to block all mal-
ware before it executes — includ-
ing malware introduced through
zero-day vulnerabilities — are not
only available but affordable.

Further, enhanced monitoring
capabilities within the organisa-
tion’s network now enable compa-
nies to maintain a hyper-vigilant
security domain. Any instances of
malware detection result in vir-
tually instant lockdown and au-
tomated response processes that
block and quarantine the threat
before it has a chance to execute

and cause damage and well be-
fore the company is even aware
of the incident.

Fusing technology and insurance
If we are to tackle a technology is-
sue, we must look to make technol-
ogy part of the solution. To do that
effectively, cyber insurance should
be tied to specific technology that
blocks malware. This requires a
shift in mindset from all parties:
insurers, brokers and customers.

It is imperative the solution
delivered is not simply a “break
glass in case of emergency” of-
fering that only adds value after
a system has been breached. By
integrating malware-preventing
security technology into the cy-
ber insurance solution it is possi-
ble to create a product that spans
the full life cycle of the ransom-
ware attack, from repelling the
initial assault to responding ef-
fectively in the unlikely event of
a successful breach.

Volante Global has been work-
ing with cyber security solution
specialist GBMS Tech on ways
to offer clients endpoint multi-
layered security technology as part
of its cyber insurance offering.
The multi-faceted ransomware
proposition is designed to deliver
insurance cover at an acceptable
premium level through promoting
the adoption of the latest techno-
logical defences.

Such comprehensive solutions
we believe create a win-win situa-
tion for all parties to the policy (see
box). The only party that will not
benefit is the cyber attacker.

As an industry, we need to be-
come a cyber security partner to
businesses. To do that, we must el-
evate the insurance solution from
being a “patch and repair” service
to a fully functioning core com-
ponent of their cyber prevention
strategy. The technology exists to
facilitate this - it is up to insurers
to grab hold of it. ®

Graeme King is managing director
of cyber at Volante Global
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New York regulators release
cyber insurance guidance

DFS claims framework is first in US

Marc Jones
News editor

he New York State De-

partment of Financial

Services (DFS) has issued

a new cyber insurance
risk framework.

The framework outlines in-
dustry best practices for New
York-regulated property/casualty
insurers that write cyber insur-
ance to effectively manage their
cyber insurance risk.

According to the DFS, the
framework is the first guidance
by a US regulator on cyber in-
surance. It includes a number
of best practices, such as man-
aging and eliminating exposure
to “silent” cyber insurance risk,
educating insureds and insur-
ance producers and evaluating
systemic risk.

“Cyber security is the biggest
risk for government and industry
bar none. Cyber insurance is criti-

cal to managing and reducing the
extraordinary risk we face from
cyber intrusions,” DFS super-
intendent, Linda Lacewell, said.

“After extensive dialogue with
industry and experts, we are issu-
ing guidance to foster the growth
of a robust cyber insurance mar-
ket that can effectively help pro-
tect us against the growing cyber
threats we face.”

The DFS said the risk and cost
associated with cyber crime have
continued to increase dramatical-
ly, driven in large part by the in-
creasing frequency and severity
of ransomware attacks. Ransom
payments fuel further ransom-
ware attacks, as cyber criminals
use ransom to fund ever more
frequent and sophisticated ran-
somware attacks.

The DFS added ransom pay-
ments also do not guarantee an
organisation will get its data back
or that criminals will not use that
stolen data in the future. For these
reasons, law enforcement author-
ities, including the Federal Bu-
reau of Investigation, recommend
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against ransom payments and the
DFS concurs.

The framework is a result of
DFS’s ongoing dialogue with the
insurance industry and experts
on cyber insurance, including
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meetings with insurers, insurance
producers, cyber experts and in-
surance regulators across the US
and Europe.

A full copy of the framework is
available on the DFS website.

Eiopa chairman: centralised
insurance reqgulation is needed

Eiopa’s chairman, Gabriel Ber-
nardino, has issued a call for more
centralised insurance regulation
in Europe, writes Marc Jones.

Bernardino, who will come to
the end of his second five-term
as chairman in March of this
year, made the call at an online
conference marking Eiopa’s 10th
anniversary.

He said consistency of supervi-
sion is an essential element in a
single market and it is essential
for a level playing field between
market participants and for

the equal protection of consumers.

Good supervisory outcomes de-
pend heavily on the capacity of
supervisors to put in place com-
mon proactive and intrusive risk
assessments and deliver timely
enforcement, Bernardino said.

He said the ability of national
supervisors to ensure high-quality
and effective supervision is large-
ly influenced by their governance
framework, their independence
in relation to national political
institutions and the industry, and
their capacity to recruit and main-

tain a sufficient number of highly
qualified staff. Bernardino said
Eiopa continues to have funda-
mental differences and challenges
in these areas throughout Europe.
“While a lot of progress has been
achieved over the years due to the
common efforts of Eiopa and na-
tional supervisors, my personal
assessment is that it is impossible
to overcome the remaining chal-
lenges without a deeper structural
reform,” Bernardino said.
According to Bernardino, a sin-
gle supervisory mechanism for

insurance is needed and its ab-
sence is mostly felt in crises like
the Covid-19 pandemic.

He added that in reforming
the system, the centralisation of
some elements of insurance su-
pervision in the EU is imperative,
especially the supervision of the
internationally active insurance
and reinsurance groups that are
present in many member states
and worldwide, and the super-
vision of companies exercising
cross-border business under the
freedom to provide services.

Sontiq to
acquire
CyberScout

Specialist cyber service provid-
er CyberScout is to be acquired
by Sontiq, part of Wicks Group,
writes Marc Jones.

Sontiq has signed a definitive
agreement to acquire CyberScout,
which provides cyber products and
services to the insurance industry.

Sontiq, which provides cyber
monitoring solutions and breach
response services, said the acqui-
sition will see the group expand
into the insurance industry with
cyber solutions and forensic in-
vestigation products and services.

Brian Longe, president and
chief executive of Sontiq, said:
“By adding CyberScout into our
product portfolio we are further
strengthening our financial ser-
vices market position with insur-
ance industry expertise.”

Axis Re adds
Glass to North
America
casualty team

The Axis Re division of Bermudi-
an re/insurer Axis Capital has ap-
pointed Michelle Glass (pictured)
as senior underwriter on its North
America casualty team, writes
Marc Jones.

Glass joins from Munich Re,
where she served for more than
20 years, most recently as se-
nior vice-president and casualty
team leader.

Before Munich Re she worked
at AIG, Interstate International
Group and Crum & Forster, with a
focus on North America casualty.

The company has also named
Halina Herc as a senior under-
writer for North America casualty.
Herc has been with the company
since 2002, most recently serving
onitsregional and multi-line team.
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